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Why is Erlanger implementing 2-Factor Authentication?

We all know that there are bad guys out there trying to hack our devices or steal our information. We also know that
while passwords help keep these ‘bad actors’ out of EHS’ network, passwords are hackable. One study indicated that an
8-character password like Erlanger uses can be hacked in under 15 minutes by modern computers. How do we fix

this? The answer is Two Factor Authentication, or “2FA”.

2FA sounds hard, but we use two-factor authentication every day in our real lives. If you have ever used your fingerprint
to get into your iPhone or used your personal PIN and debit card to get money out of the ATM, you have used two factors
of the three identification factors (something you know [pin], something you have [phone, debit card], and something
you are [fingerprint]) to double-check and verify who you were before you got access to something you wanted to
protect.

The Gemalto / SafeNet process you are about to start will significantly reduce the risk that your Erlanger account is used
to compromise our network or patient data, and therefore protect you from being responsible from such an

attack. However, instead of issuing you a physical token generation device all you have to do is to load a simple app on
your smartphone which most of us already keep with us anyway. After putting in your code, it generates a one-time
password that helps to protect all of us — including our patients.

Please note the Following Requirements/Restrictions:
e Only 1 device can be setup for 2-factor access.
e It canonly be used on an Apple, Android, or Windows device.
e Each user must have a separate Erlanger ID and Activation Token.
e MobilePass+ can have multiple user accounts connected on one device.
e It will not work on a jailbroken device.
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Installing the SafeNet MobilePASS+ App

1. You will receive an email from “SafeNet Authentication Server” as shown below. You must click on the link
to start the install and enrollment process. It must be installed on a mobile device and not a workstation.
a. If you do not get Erlanger email on your mobile phone, you can forward the email or use the QR
Code.

. erlanger

Hello Danny Stevens:

Erlanger has issued you a MobilePASS security token which you must use to access the Erlanger
VPN.

To begin this activation process with the Erlanger Cloud ID Service, please click the below link
below. You can only setup MobilePass on one device. Thus, we recommend setting it up on your
mobile phone so you can log into the VPN from any workstation.

RF

nk above is only active for 10 days from the time you receive this email

For instructions to setup and use 2-Factor Authentication with Erlanger's VPN click here. If you
need further information or assistance, please contact the Erlanger Help Desk (423)778-8324. .

2. After the website opens, Select the Mobile Device Type: Android
a. This will redirect to the Google Play store

Enrelliag your token oa this device:

If the MobilePASS applicaticn ts 5ot yet installed on your devsce

* Dawnlond and install &

Downiond MediePASS lestaller (sl

Ouce De appitation Bas been mstalled, chick De lmk delow 10 enroll Bhe 10ken 00 Your Sevice
Enroll vour MobuePASS token

In the event you are expenencing difficuitees with enrolling the token, you may copy the followng code, open MobuePASS applcation. select Automatic
Essoliment, and then paste it

RW S0 2ns W Vedf VSTD  edMRwezorL INILaNRZmVuZ XQui 4L mNvS9z2WamZW Sy Jub W\ sdCoke 2oweC S8 IBAPINPUNBW xF Qmb TQIgNCIV
2ZXITRDIGYW S 2DQpQ Y XN 2eGhy Y XNIPT AxMak=

To enroll your token on another device
‘ Please velect & vepported device below, aad follow the instractiont.

After completing token esroliment. close B drowser window
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3. Download and Install SafeNet MobilePASS+ from Google Play.

To enroll your token on anothar device

Please select 3 supported device below, and follow the Instructions.

SafeNet MobilePASS+

Thales DIS (Singapore) Pte Ltd  Business

Android v

IT the MoDIIePASS+ application IS not yet Installed on your device:

Locata It on Google Play Store ANDROID APP ON
P> Google play
Download and install it I

€ Everyone

4. Once installed, the SafeNet MobilePASS+ application icon will be visible on your device:

Automatic Enroliment

1. On your Android Deceive, Open the email sent with the Subject Line: Erlanger 2-Factor Token Activation.

2. Click the link in the email to activate the token on the MobilePass+ Application.

crlanger

Hello Katherine Janes:

Your Erlanger Chief Security Office has provisioned you with a security token device. You must
activate this security token to gain access to Erlanger Remote Access systems.

To begin this activation process with the Erlanger Cloud ID Service, please dick the below link to
open your web browser. 1

3. The SafeNet Authentication Service Self-Enroliment webpage opens.

4. Click Enroll your SafeNet MobilePASS+ token.
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erlanger

SafeNet Authentication Service -
Self Enrollment

Enrolling your token on this device:

If the MobilePASS+ application is not yet
installed on your device:

Download and install it

Once the application has been installed, select
the link below to install the token on your
device.

Enroll your MobilePASS+ token

In the event you are experiencing difficulties
with loading the token with this link, you may
copy the following string, open the
MobilePASS+ application, select Automatic
Enroliment, and then paste (on some
platforms it may already be pasted):

0 m c

5. The TOKEN PIN window opens. Enter a PIN in the Token PIN field and enter again in the Confirm PIN
field, and tap SUBMIT.

@ NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.

Create a PIN code

Your administratar requires you to protect
your token.

Token PIN

Confirm Token PIN

The PIN should contain 4 numeric characters
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6. The ENROLLMENT COMPLETE screen opens. Click OK.

Activation Successful

Your MobilePASS+ authenticator is activated,
You can continue where you left off

7. The new SafeNet MobilePASS+ token is displayed with the generated passcode.

&« Token Passcode

Bill Spears 1 b:

Current Passcode:

9742729 18

Next Passcode

8. Itis easy to get your 2-Factor Authentication/MobilePass code going forward!!!!!

a.

b
C.
d.
e

Simply click the icon on your device.

Click your login name.

Enter your 4 digit pin.

Get your Passcode.

Enter it into the system requiring the code.
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MobilePASS+

Next Passcode
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Enrolling by Scanning QR Code

1. On your workstation, Open the email sent with the Subject Line: Erlanger 2-Factor Token Activation.

2. Click the link in the email to activate the token on the MobilePass+ Application.

cerlanger

Hello Danny Stevens:

Erlanger has issued you a MobilePASS security token which you must use to access the Erlanger
VPN.

To begin this activation process with the Erlanger Cloud 1D Service, please click the below link
below. You can only setup MaobilePass on one device. Thus, we recommend setting it up on your
maobile phone so you can log into the VPN from any workstation.

https://se.safenet-inc.com/selfEnrollment/index.aspx?code=tIUbRF GdoYxgws83kGOLbaR7c

For instructions to setup and use 2-Factor Authentication with Erlanger's VPN click here. If you
need further information or assistance, please contact the Erlanger Help Desk (423)778-8324. .

3. Select Android from the drop-down list of supported devices.

The QR code is displayed.

[0 enroll your token on another device

Please select a supported device below, and follow the instructions.

Android ~

If the MobilePASS+ application is not yet installed on your device:

Locate it on Google Play Store ANDROID APP ON
P> Google play
Download and install it I

Open this page on your selected device, and Tollow the instructions shown on the page.

To enroll your token on your device using QR code, scan the code to the right using downloaded MobilePASS+ application on your device.

After completing token enroliment, close the browser window.

4. On your device, open the SafeNet MobilePASS+ application on your device, tap Get Started (if you have

not yet enrolled a token), or tap the Add icon :
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5. Inthe Activation window, tap QR Code Enroliment.

&« Enrollment

2o

your enrollment email

Option 2

Auto Enrollment and paste the

aation string from your

enrgllmeant email

QR code

F Auto Enrollment
(+QR Code Enrollment

6. Point the camera to the QR Code on the SafeNet Authentication Service Self-Enroliment webpage.

&« Enrollment
) Auto Enrollment

(=JQR Code Enrollment

« To enroll your token on your device using
QR code, scan the code to the right using
downloaded MobilePASS+ application on

your device.

After completing token enrollment, close the browser window
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7. The camera scans the QR Code and begins enroliment.

. * Enrolling...
iy O

9. The TOKEN PIN window opens. Enter a PIN in the Token PIN field and enter again in the Confirm PIN
field, and tap SUBMIT.

@ NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.

Create a PIN code

Your administrator requires you to pratect
your token.

Token PIN

Confirm Token PIN

The PIN should contain 4 numeric characters.
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10. The ENROLLMENT COMPLETE screen opens. Click OK.

Activation Successful

Your MohilePASS+ authenticator is activated.
You can continue where you left off.

11. The new SafeNet MobilePASS+ token is displayed with the generated passcode.

&« Token Passcode

Bill Spears 1 e ]

Current Passcode:

974 229 1B

Next Passcode

a. Simply click the icon on your device.
Click your login name.

b

c. Enteryour 4 digit pin.
d. Getyour Passcode.

e

Enter it into the system requiring the code.
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